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Abstract – Online social network is the most popular and efficient 

platform for billions of users and their activities. Hundreds of 

billions of active users all around the world are using online social 

network (OSN) like Facebook, twitter, LinkedIn etc. OSNs act as 

platform for the user to interact, communicate and group with 

other people. Recently OSNs have become a favorite place of 

attackers to perform many illegal activities such as launch 

distributed denial of service attack, phishing, covert channel 

communication and click fraud to extract personal information 

from the infected victim machine by using Botnet. In this paper, 

we propose a novel botnet detection method in online social media 

(OSM) - BotDefender, which will help to differentiate non-

malicious and malicious users by analyzing user behavior. 

Index Terms – Online Social Media, Online Social Network, Social 

Network Bots, Botnet Detection, BotDefender. 

1. INTRODUCTION 

Threats to modern society are nothing but malware. There are 

multiple types of malware out of them botnet is the most 

important and biggest problem to the security of Internet. The 

bot is an intelligent program that operates automatically as an 

agent for different goals. Bots term denotes Zombies and botnet 

term denotes Zombies armies.  

Bots are controlled by nodes called ‘Botmaster’. The main 

distinction between Botnet and another type of malware 

abbreviates in existence of Command-and-Control (C&C) 

organization. Recently botnet in more active on social 

networking sites to perform illegal activities like settling 

personal information. Therefore it is very important to detect 

botnet at the early stage to avoid all the harmful activities on 

the social networking sites. 

2. LITERATURE REVIEW 

This section presents the relevant literature surveyed for 

various techniques of Botnet attack detection.  

Distinguishing the legitimate user is not easy when it comes to 

detect botnet. Therefore it is necessary to detect botnet at the 

initial stage. 

Yuede Ji [2] has proposed a social bot Behavioral detecting 

approach in the end point machine. Bot identification is in 6 

stages:(1)Infection (2)Predefined host behaviours 

(3)Establishment of C&C (4)Receive the commands of 

Botmaster (5)Execution of social bot commands (6)Evaluation. 

Based on specific behaviours, system consists of three 

components:(1)Host behaviour monitor (2)Host behaviour 

analyser (3)Detection approach. It gives 29.9%False Positives 

and 4.5% False Negatives. 

Mansoureh Ghanadi, Mahdi Abadi,in their paper [5], used a 

negative reputation subsystem to analyse images shared by 

users of social network.A negative reputation score is 

generated for every single user, based on the previous records 

of suspicious group activities participation. 

Md Sazzadur, Ting-Kai Huang, Harsha V.Madhyastha and 

Michalis Faloutsos, [6], 2012, this is the first tool focused on 

detecting malicious apps on facebook. First, it will identify a 

set of features that help use distinguish malicious apps from 

benign one. It can detect malicious apps with 99.5\% accuracy 

with no false positive and a low false negative rate 4.1%. 

3. ARCHITECTURE 

The proposed system aims of bot attack by combining two 

approaches viz., Bot-User Profile Identification and 

Monitoring Activities (Uploading and Downloading). The 

architecture of proposed detection system that can detect 

malicious users from normal users refers Figure 4.1. 

The proposed model has two parallel approaches to identify the 

legitimate users from malicious users. It has separate modules 

for identifying fake user and will check the image at the time 

of upload or download to identify whether it contains any 

malicious code or not. 

3.1. Bot-User Profile Identification 

Bot User Profile identification can be divided in 3 modules: 

Behavior Monitor, Detection Approaches and Report 

Generation. Bot User Profile Identification generates report, 

where it will classify the user in two categories Normal User 

and Malicious User. If the user is malicious, it will send to the 

suspended user module otherwise it will allow user to continue. 

All these reports are stored in the database. 

1. Behavior monitoring 

There are 3 modules in this Stage :(1) Keyboard/Mouse 

monitoring (2) Monitoring Host behavior (3) Monitoring 

Network behavior. Out of all the module Network behavior 

records inflows and outflows in live network. 
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Fig 4.1 Overview of Proposed System 

2. Behavior analyzer 

Behavior Analyzer analyses bot user profile behavior and 

generates analysis report. Genuine and bot profiles have certain 

patterns in them. For the detection of Stegobot, we focus on the 

different patterns or characteristics. In order to efficiently 

detect bot, features like Followers, Trust Friends will be used. 

3. Detection module 

In Detection Module, it will first construct the behavior tree. 

The result is produced by this tree matching with template 

library. 

4. Report 

Once the Behavior Tree Based approach generates the 

similarity report, it will categorize the user as malicious and as 

the normal user. Malicious user list is then forwarded to next 

module. 

5. Suspend user 

In this module, malicious user's access to account is suspended. 

This doesn't delete the user's profile or data such as documents, 

calendar events, or email messages. However, the user can no 

longer sign-in to the account. To suspend a user, email-id will 

be blocked so that user can't recreate their account  

3.2. Activities 

Activities are divided into two categories: 

1. Upload Activities 

Upload Activities go through 4 phase - Detection Model,  

Negative Reputation, Detection Report and Remove Malicious 

Code refer Figure 4.2. 

 

Fig 4.2 Upload Architecture in detail 
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1. Detection Model 

This module analyzes activities using algorithms, Support 

Vector Machine Algorithm and Navie Bayes. Each of them 

uses a different set of features. Output of this module is sent to 

negative reputation. 

2.Negative Reputation 

This module with assign negative reputation to malicious 

activities[5].  

3.Detection Report 

It will compare same individual user using both algorithms and 

generate one report. While comparing it requires threshold 

value to generate one result with low false positive rate. 

Detection Report can use two different averaging operators: - 

an order weighted averaging or simple weighted averaging. It 

is necessary to select the optimal threshold value for generating 

an optimal result. The system will continue monitoring the 

normal distribution of malicious and legitimate users. 

4.Remove Malicious Code 

This module will remove the malicious code behind the 

uploaded media and then allows to post them. While removing 

malicious code it maintains the digital quality of uploaded 

items. It is very easy to identify malicious command like 

Base64 and JavaScript which might be hidden in fields such as 

size, date, format, etc. 

3.3. Download Activities 

This module will check whether an image belongs to the 

original user or not with the help of image metedata. It will also 

help to distinguish normal user from malicious users. 

4. CONCLUSION 

The existing approaches focus mainly on detection of a botnet. 

So there is a need to come up with a solution that incurs 

minimal overhead and validates the user input and response 

from the server. The proposed system can detect bot before 

getting uploaded to social networking platform and generates 

fake identification report of the individual user. 
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